Connecting to the Staff VPN

This document is for use by Windows and Mac OS users. It is in three parts:

- Part One: Setup — will show you how to do the initial setup of your VPN service
- Part Two: Connecting — will show you how to connect into the Sussex network
- Part Three: Using Sussex Services — what you can do once you are connected

Linux and Chrome Book users will need a trial license to the
firewall — please contact the IT Service Desk first for further
info before attempting this setup

Once you have done these initial setup steps in Part One you won’t have to do them again.

If you experience problems in setting up the VPN, or connecting then please call the IT
Service Desk on 01273 678090 for support. We are experiencing a high volume of calls at the
moment so if you cannot get through you can also log a support ticket online at
http://sussex.ac.uk/its/help and click the red Help button.

Part One: Setup

In order to access the Staff VPN you will need to carry out a few tasks first to help you get set
up. The Progress checklist will help you understand your progress through these tasks.

Progress Checklist

O Get your VPN Setup Password

O Download and install the FreeOTP Authenticator App on your phone.
O Download and Install GlobalProtect

O Change your VPN Password

O Link the FreeOTP on your phone with your account

You will only need to set up the VPN once.

Progress Checklist

O Getyour VPN Setup Password

O Download and install the FreeOTP Authenticator App on your phone.
O Download and Install GlobalProtect

O Change your VPN Password

O Link the FreeOTP on your phone with your account
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1. Find your employee number and your postcode from the HR
system

Your VPN Setup Password has been created for you based on your staff ‘Employee number’
and the last 3 digits of your home postcode.

a) To get your staff payroll number logon to MyView: https://myviewhr.sussex.ac.uk/ with

your Sussex username (e.g. abc99) and email password

Welcome, Michele ~ Account~  ®SignOut

Enhance Accessibility
View My Details

> Dashboard

b) Go to Account > View My Details on the top-right of the screen

# > Dashboard > View My Details

Michele ¥ e
Personal Details

Employee Number 12345

c) Your ‘Employee Number will be listed. Make a note of this number.
d) From the left-hand menu go to Personal Details > Contact Details — Home

Contact Complete

Mi Che | & Contact Detail

Irie b il Contact Details - Home

Address

Dashboard

Payslips

Personal Details m e
Post Code [BNTIORT |

Contact Details - Home

Phone Number u [ \

Emergency Contacts

Work Phone Number u ‘

e) Check your Home Address and your Post Code.

Your VPN Setup Password will be your Employee Number (a hyphen) and the last 3 digits of
your postcode in lower case.

For example: Employee Number is 12345 and postcode is BN1 9RT — the password will be
12345-9rt.
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Progress Checklist

M Get your VPN Setup Password

O Download and install the FreeOTP Authenticator App on your phone
O Download and Install GlobalProtect

O Change your VPN Password

O Link the FreeOTP on your phone with your account

2. Download and install the FreeOTP Authenticator App on your
phone

a) On your phone, download the FreeOTP Authenticator App from the Apple Store or Google
Play. Search for ‘FreeOTP’ to find the app. The app is produced by Red Hat.

NoSIM = 12:10
{ search
FreeOTP

p i@' Authenticator
{ oren ) &

ppppppp

@ 077174

Progress Checklist

M Get your VPN Setup Password

M Download and install the FreeOTP Authenticator App on your phone
O Download and Install GlobalProtect

O Change your VPN Password

O Link the FreeOTP on your phone with your account

3. Download and Install GlobalProtect

3.1 Download GlobalProtect

Note: If you're using an ITS Windows 10 computer, GlobalProtect may already been installed.
Look for an icon in the system tray that looks like a globe, either with a red cross on it or greyed
out.
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In a web browser, type in https://bond.sussex.ac.uk/ in the address bar (you will need

to type the full address including the https://)
On the login screen, enter your Sussex username (e.g. abc99) in the box and enter

your email password.

GlobalProtect Portal

Username | acfb0 @
LOGIN |

Click Login.

This will take you to the next page to download GlobalProtect

From the next screen either choose the Windows 64 bit option for a Windows PC or
the Mac option if you're using a Mac computer.

S paloalto

OF SUSSEX

GlobalProtect Portal

Download Windows 32 bit GlobalProtect agent
Download Windows 64 bit GlobalProtect agent
Download Mac 32/64 bit GlobalProtect agent

Windows 32 bit OS needs to download and
install Windows 32 bit GlobalProtect agent.
Windows 64 bit OS needs to download and
install Windows 64 bit GlobalProtect agent.
Mac OS needs to download and install Mac
32/64 bit GlobalProtect agent.

3.2 Install GlobalProtect.
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You may see this:

This type of fil2 can harm your computer. Do )
A Keep Discard

you want to keep GlobalProtectfd.msi anyway?

If you do, press Keep

a) Click on the file that’s downloaded in your browser window and click Next at each
prompt to install the app
b) Once installed, open GlobalProtect.

Mac Users — when installing Global Protect you will need to make the following change:

System Preferences > Security & Privacy > Unlock the Preference Pane with your Local Admin
Password > Click “Allow” next to “Paolo Alto Networks” near the bottom of the Window

c¢) In the Portal field, enter bond.sussex.ac.uk
d) Enter your Sussex username (e.g. abc99) and your email password.

Progress Checklist

4
4
M
O
O

Get your VPN Setup Password

Download and install the FreeOTP Authenticator App on your phone
Download and Install GlobalProtect

Change your VPN Password

Link the FreeOTP on your phone with your account

4. Change your VPN password

To change your VPN password from the VPN Setup Password one to your own that you can
remember follow these steps:

a) Open a web browser and go to: https://otp.sussex.ac.uk/. You will see the screen below:

Note: If you get the following pop-up appear on your browser page, click the Cancel button
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twice to see the username and password fields below. Do not enter your username and
password here.

Sign in

https://freeipa.dev.uscs.susx.ac.uk
Username |

Password

P el

Username Username

Password Password or Password+One-Time-Password

b) Login with your Sussex username (e.g. abc99)
c) Enter your VPN Setup Password (e.g. 12345-9rt)

It will tell you your password has expired, and you will need to set a new one:

# feelPA

Your password has expired. Please enter a new password.

Username

Current Password

ore LEAVE BLANK I
New Password ewrosiors |

Verify Password

Reset Password and Login

d) In the current password field enter your existing VPN Setup Password
e) Leave the next ‘OTP’ field blank
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f) Enter a new VPN password in the box. You will use this each time you want to connect to
the VPN. It should be something secure but memorable to you.

g) Re-enter your new VPN password again to confirm.

h) Click Reset Password and Login

You have now set your new VPN Password —

Don’t close the browser window yet

Progress Checklist

M Get your VPN Setup Password

M Download and install the FreeOTP Authenticator App on your phone
M Download and Install GlobalProtect
|
O

Change your VPN Password
Link the FreeOTP app on your phone with your account

5. Link the FreeOTP app on your phone with your account

Make sure you have your device with FreeOTP installed to hand

a) From the next screen on your computer click on Actions > Add OTP Token

Users OTP Tokens
Active users

acfb0

v User: acfb0

acfb0 is a member of:

Settings

ZRefresh || D Revert || XL Save

User Groups Netgroups Roles
Actions ~

Reset Password

Identity Set

Disable

Delete

Unlock Yele

Add OTP Token

Rebuild auto membership nan

New Certificate
) 1ele Saliman

Display name Michele Saliman
Initials M5
GECOS Michele Saliman

Class

HBAC Rules Sudo Rules

b) From the next screen click on the Add button.
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Add OTP Token x

Type {® Time-based (TOTP) O Counter-based (HOTP)

Description

* Required field

‘Add and Add Another || Add and Edit | Cancel

c) Alarge QR code will now be presented on your browser screen.
d) Open the FreeOTP app and hold your phone up to the screen to scan the QR code (if the
FreeOTP app asks to use your camera agree to this)

Configure your token x

S tamma——— | Note! You may need to change the size
of the QR code in order to scan it.

Hold down the Ctrl key and press + or —
in your browser window. Alternatively
Press F11 to resize it within your
window.

e) Press the OK button on the FreeOTP app to assign the token

Your VPN token will be assigned and the app will look like this:
with your username before the @sign.

No SIM 14:16 LB
Edit FreeOTP 2+

abc99,@DEV.USCS.SU...

G78da301-ca07-4b54-8084-17bbabTb.

You have now linked your OTP app to your account
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Please note it may take 2 minutes to fully update background systems
before you can connect to the Staff VPN.
(cup of tea anyone?)

Progress Checklist — COMPLETE!

M Get your VPN Setup Password

M Download and install the FreeOTP Authenticator App on your phone
M Download and Install GlobalProtect

M Change your VPN Password

M Link the FreeOTP on your phone with your account

Your preparation tasks are complete

Part Two: Connecting to the Staff VPN

1. Connecting to the Staff VPN

Each time you connect to the staff VPN you will use your:

VPN Password AND the six-digit number
generated by the FreeOTP app on your phone TOGETHER

10:43 Ej

25/03/2020

a) Go to the system tray on your computer and open GlobalProtect This appears as a ‘globe’
icon which could show with a cross against it, or greyed out.

b) You may need to log in to Global Protect again using your ITS username and email
password (if for example you have restarted your machine, or previously disconnected from
the VPN). You will see the prompts which say ‘Username’ and ‘Your email password’. Type
your username only (e.g. abc99) and then your email password.
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GlobalProtect *

—  Sign In
& Authentication Failed. Enter your ITS usernameafid Use VOUl’ |TS
d .
passer username and email
Portal:  bond.sussex.ac.uk .
password to log into
L= [ | Global Protect

Your email password | | |

Cancel

c) Once connected to the Portal (bond.sussex.ac.uk) - the Gateway section appears, select
‘Staff VPN’ from the drop-down Gateway list

GlobalProtect

Not Connected

Best Available
Admin VPN (fall back)
Admin VPN (preferred)

Gateway

d) In the next window enter your Sussex username (e.g. abc99) in the top box.

e) In the password box, enter your VPN Password but DO NOT press sign in yet

GlobalProtect N
GlobalProtect X
Sign In N
Enter your IPA password and OTP code % Sign In

Gateway: Staff VPN Enter your IPA password and OTP code

l acfb0 ‘ Gateway: Staff VPN

Username | kd53 |

P | | |

Cancel

Cance

The GlobalProtect Sign In Box may look like either of the two panels above

f) Open FreeOTP on your phone. Tap on the token. E’a ______
ipcalfisianl:
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14:16

No SIM
Edit FreeOTP B O+

@ 977002

Countdown
gauge

This six-digit number changes every 30 seconds. The app shows a countdown gauge to the
next number generation. If the countdown is red, wait a few seconds for the new number to
generate

g) In the GlobalProtect screen - enter the 6-digit number after your VPN password

h) Click the Sign In button.

GlobalProtect

Sign In

Enter your IPA password and OTP code

Gateway: Staff VPN

|acfb0

= |

Cancel

GlobalProtect

% Connected

You are securely connected to the
corporate network

Gateway Staff VPN -

Congratulations! You are now connected to the Staff VPN.
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2. Disconnecting from the VPN

When connected all network connections from your computer will be sent via the Campus
network. You should only stay connected to the VPN a long as you need to access services on

the Campus network.

h) To disconnect click the menu icon on the Global Protect Client

—

GlobalProtect '\LZ/'

="

i) From the menu Select “Refresh connection”, when asked to continue click “OK”

Settings
Refresh Connection
Preferred Gateway
Help

About

Disable

Connected
¥ou are securely connected to the
corporate network

Gateway Staff VPN -
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Part Three: Accessing Yellow forms / CMS (Windows)

If you’re using a Windows machine and you need to connect to the
Yellow Forms/CMS please follow instructions below.

If you’re using a Mac, please skip to Stage Four (Mac)

1.

First time only - install Java on to your machine.

a) go to https://java.com/en/download/

Search

Download  Help

i Rtz Download Java for Windows

» What is Java? Recommended Version 8 Update 241 (filesize: 1.97 MB)
Ll g Release date January 14, 2020

» Disable Java

» Emor Messages

» Troubleshoot Java s q

» Other Help & Important Oracle Java License Update

The Oracle Java License has changed for releases starting April 16, 2019.

Windows 64-bit Users
The new Oracle Technology Network License Agreement for Oracle Java SE is

Do you use both 32-bit and different from prior Oracle Java licenses The new license permits certain uses, such as personal
64-bit browsers? use and development use, at no cost —- but other uses authorized under prior Oracle Java

» FAQ about 84-bit Java for licenses may no longer be available. Please review the terms carefully before downloading and
Windows using this product. An FAQ is available here

Offline Installation Commercial license and support is available with a low cost Java SE Subscription

Trouble downloading?

Try the offiine inctaller Oracle also provides the latest OpenJDK release under the open source GPL License at

jdk java.net.

A In Windows 10, the Edge browser does not support plug-ins and th-erefore will not run Java. Switch to
a different browser (Internet Explorer, for example) to run the Java plug-in. Select the More Actions
option located at the top right of the Edge browser and click on Open with Internet Explorer. More info

Agree and Start Free
Download

By downloading Java you acknowledge that you have read and
accepted the terms of the Oracle Technology Network License
Agreement for Oracle Java SE

‘When your Java installation completes, you may need to restart your browser (close all browser
windows and re-open) to enable the Java installation.

b) Click on the Agree and Start Free Download button on the screen as above, and the
software will download

Click on here

@ JavaSetupludl.exe -

1,327/2.019 KB, 6 secs left

Do you want this to make changes to your PC? Click YES

In the next box — click Continue
Java will install
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c) During the installation process you may be asked to uninstall any previous versions of
Java. If this is the case, click Uninstall and wait a few minutes for this to complete.

d) Once the whole installation has completed you will see a message to say that you

have successfully installed Java.

. Open a browser window and navigate to the BIS Login Page:

a) To open Internet Explorer on your PC - go to the start button within your Remote

Desktop and start typing ‘Internet Explorer’ — select the app that is shown.

b) From that browser window — go to the Staff pages on the Sussex website

[http://www.sussex.ac.uk/staff/] go to the Quick Links, select BIS Login Page from the

drop down menu and click on the link to Login to the database.

c) You may be prompted that the page wants to use Java. Click Allow

This webpage wants to run the following add-on: Java SE Runtime Environment 8 Update 241’ from 'Oracle America, Inc.  What's the risk?

Allow

-

d) You will be prompted to run Oracle Forms, but it may take up to 5 minutes to display.

Check the ‘Do not show this again” checkbox and click Run

Do you want to run this application?

Name: OracleForms
(

(B

-] Publisher: Orade America, Inc.

Location: http:/fw2k8cs45. admin.susx.ac.uk:9001

This application will run with unrestricted access which may put your computer and personal
information at risk. Run this application only if you trust the location and publisher above.

[] Do not show this again for apps from the publisher and location above

g More Information m Cancel

e) You may receive a message which indicates that the application wishes to run with a

previous version of Java. Click Run with the latest version.

This application would like to use a version of Java

- (1.6.0_12) that is not installed on your system. We

\.+/ recommend running the application with the latest version
of Java on your computer.
More Information

Name: oracle forms.engine Main

Location: http: //w2k8cis45.admin.susx.ac.k:9001

Run with the latest version Carcel

Page 14 of 22
01/04/2020



http://www.sussex.ac.uk/staff/

f) The central database login screen will open. Login as normal.

Window
| @Please Log on

ITS - Corporate Information Systems welcomes authorised users

User Name: 1
Password:

Database: © Live ¢ Training

Logon Cancel |

If you do not know your username or password and for help with any of the menu options please
Click Here

Once Java is installed, if you only need to use the Yellow
Forms through the VPN you should:

Connect to the VPN

Open Internet Explorer

Navigate to Sussex/staff, Quick Links, BIS Login page
Log in with your database username and password.

=W
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Part Four (Windows): Connecting to your Sussex desktop

Windows users: you will need to connect to your Sussex desktop machine if you need to use

any of the specialist software that is only installed on that machine in order to carry out your
work.

If you're using a Mac, please skip to Stage Four (Mac)

1. Windows users - Connecting to your on-campus PC

Follow the steps in Stage 2 to make sure that you’re connected to the Staff VPN.

1. Start a ‘Remote Desktop Connection’
a) Click on the Windows menu (bottom left of task bar). Start typing RDP

B w1
0 & Filters \/
Best match

.| Remote Desktop Connection
Y Desktop app

b) Select Remote Desktop Connection
c) Inthe popup window, click on ‘Show Options’ (bottom left)

=a

3 N c— .
" & Remote Desktop Connection — X

Remote Desktop
»¢ Connection

er: [Example: computer fabrikam.com -

None specified

The computer name field is blank. Enter a full remote computer
name.

~) Show Options

d) Inthe Computer field enter the IP address of your Sussex machine

i View your Sussex machine |IP address by logging in to Sussex Direct
(https://direct.sussex.ac.uk/login.php). On the home page you will see your
Desktop Computer IP address displayed. Highlight the text of your IP address
with your cursor and press Ctrl+C (copy) on your keyboard.
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& Remote Desktop Connection - X
E[ Remote Desktop
>¢ Connection

General Display Local Resources Experience Advanced

Logon settings

A

Enter the name of the remote computer.

Computer: 139, ks a).ins ~

User name: ‘adbo@sussex acu ‘

“You will be asked for credentials when you connect.

[] Allow me to save credentials

Connection settings

Save the current connection settings to an RDP file or open a
) saved connection
‘ Save || saeas. || open |
(4) Hide Options Help

ii. Move your cursor back to the Remote Desktop Connection window, click in
the Computer: field and press Ctrl+V (paste) to paste your IP address into the
box

e) Inthe User name field enter your Sussex username + @sussex.ac.uk (e.g.
abc99@sussex.ac.uk)

f) Click Connect

g) Inthe next screen enter your email password and click OK

Windows Security X

[ Enter your credentials
These credentials will be used to connect to “# i m =i

acfb0@sussex.ac.uk

[ eoceeeed

] Remember me
More choices

oK Cancel

h) You will now be connected to your Sussex computer and should see your familiar
Sussex desktop within a window of it’s own.

) | R R BE D
[ e B |

|'f.
-lll'lHFH;"'_jHj
[ B Ill]_,"h

BEapF 308 .
Barra@ AW YNINE D P

You can use your machine within that window as if you are on campus
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i) From here you can access your G: and N: drives as normal through your File explorer.
We still recommend moving the files you need into Box as much as possible rather

than using them through the VPN in this way.

2. Windows users - managing Your Remote Desktop Session

a) To move between working on your home computer and your Sussex computer, click

on the minimise icon [-] on the bar to minimise this screen.

Click [-] to minimise Remote
Desktop Session

-
ThistPGE

b) Click the Remote Desktop Icon on your menu bar to go back into your Sussex

computer.

Page3of3 206words [[#
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Part Four (Mac): Connecting to your Sussex desktop

1. Download Windows Remote Desktop from the Apple Store

a) From the dock bar click the icon for the Apple Store

b) Search for ‘Microsoft Remote Desktop’ in the Search field

2.0 * B ® ©

< > Featured Top Charts  Purchased Updates

Search Results for “microsoft remote desktop”

r— ™

| Microsoft Remote Des. Jump Desktop (RDP, FastRDP
Business Business Utilities.
# A5 183 Ratings Jode kK 135 Ratings
Lopen - ] (1000 + [£7.00 -]

This is a free app provided by the Microsoft Corporation.

c) Download and install Microsoft Remote Desktop 10

< Featured  TopCharts Purchased  Updates

Microsoft Remote Desktop 10 |

Use Micre
With Micr

Remote Desktop for Mac to conr
t Remote Desktop, you can be pr

GET STARTED.

What's New in Version 10.3.8
It's 2020 and time for our first release of the year.

& bcroson RomotsDeskop_Eit_Cormactons _indon_its

s and desktops made available by your a

Q microsoft remate deskEd

SortBy: Relevance

dmin,

10.12 or later, 64-bit

More Apps by Microsoft Corpor..

d) Making sure you’re connected to the ‘Staff VPN’, open Microsoft Remote Desktop.
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dantitu i % B8 Connacti X USeEmalambeBmThaniiominln T Sussa 0§
Microsoft Remote Desktop

ece
2 B vi+ v Workspaces Q $e
|- - : e

= — ] ﬂ Connected
i ¥ You are securely connected to the

aaaaaa

GlobalProtect =

Gateway | Staff VPN

| 4 [

note™ —

e) On the menu bar click the [+] icon to create a new connection. Select Add PC.

Microsoft Remote Desktop

= | & Vi m- Workspaces Q

Add PC

2 - ™ -

@
@

f) Inthe PC name field enter the IP Address of your Sussex machine: to find this, log in
to Sussex Direct (https://direct.sussex.ac.uk/login.php). On the home page you will
see your Desktop Computer IP address displayed. Highlight the text of your IP
address with your cursor and press &6 (command)+C (copy) on your keyboard. Go
back to the PC Name field and press &5+V (paste) into the box.

g) In the Friendly name enter ‘My Work Desktop’. Click Add
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[ ] Microsoft Remote Desktop

=% v+ v PCs Workspaces Qs
Add PC
- . PCname: 130M M
e | User account: ~Ask when required <]
admin-remol

BEIEEN Display  Devices & Audio  Folders

Friendly name: =My Work Desktop

Group: Saved PCs

| Gateway: No gateway

v' Bypass for local addresses

Reconnect if the connection is dropped
Connect to an admin session
Swap mouse buttons

cancel (EEN

h) From the Microsoft Remote Desktop window double-click on your ‘My Work Desktop’

session.
1 L n
[ N ] Microsoft Remote Desktop
bal = v+ v PCs Workspaces Q. Search
= |

admin-remote.sussex.ac.uk windows-remote.sussex.ac.uk My Work Desktop

i) Inthe next panel enter your full username (e.g. abc99@sussex.ac.uk) and enter your
email password. Click Continue

Sy Microsoft Remote Desktop

My Work Desktop

Conn  Enter Your User Account

MyW  This user account will be used to connect to 139.184.147.147
| , (remote PC).

Confi
Username: acfbO@sussex.ac.uk

cel
Password: eessssssl |

[

1

ﬁ Show password r
™

sussex.ac

j) Click on Continue if you receive the following notification
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My Work Desktop -

= You are connecting to the RDP host "139.184.147.147". The certificate
couldn't be verified back to a root certificate. Your connection may not be

m secure. Do you want to continue?
Show Certificate Cancel

k) You will then connect to your Sussex work computer.

3. Mac users - Managing Your Remote Desktop Session

a) To move between working on your home computer and your Sussex computer, click:

ﬁ To minimise the screen

‘ To maximise the screen

ﬂ To close the session

Appointment

~ 12:30 26 March 2020
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